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Officc of the Secretary
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Washington. OC 20554

AnmJal64.2009(e) CPNI Catificatioo for 2010

Date filed: february 10, 201t

Name or eompany(s) wvcrcd by this certificatiOl1: American Two Way Radio, Inc.

Fonn 499 Filer 10:

Name ofsiglllltO'Y' Frank Rizwto

Title ofsignalOf)" President

l, Frank Riu.uIO, cmifY that 1 am an officer ortbe company IlotIIIed abm.-e, and acting as
an agent orthe company, that I have personal knowledge that the: c:ompany has establi~hed

operating procedures thaI are adequaLe LO ensure c:ompliance wilh lhe ClJl1unis~km'sCPNT rules.
See 47 C.F.R. § 64,2001 el seq.

Attllched 10 this ~c:rtilication is an accompanyill¥ statemenl cxplai ning hrow the
company's procedures ensure: that the company is in compliance: with the requirements set forth
in section 64.2001 et .feq. orlbe Commission's nal~

Companies mull rqJOf1 un any information that lhey have with respect 10 the processes
pl"e:tCltfI!rS are:~ 10 lI1tempt 10 acec:ss CPNl, and wlw stcp$ companies are lalcillg to prutecl
CPNI. Out Company has IlOl: taken any actions (JlIl)C«dings illSlinned or pditionJ filed by a
company alll9lner stale: wmmissions. the: court lI)'Stem. or ill the CommiSllion) against data
brokers in lhe past year. No prele:xttn have altcmptcd for access our CPNI.

The company has IlOI received nny complaints in Ihe pasl year concerning the unauthor-i.zcd
release ofCPNT

Signed '--f-
Film" Riznno

•



SWemenl ~dingCPNl Rule Compliance

The opel ar:ing pmcedure$ of Fila cnsure that tM~ny complies with Va" 64, section
2001 e1.J:eq. of the FCC roles goveming Ihe use ofCPNI.

Filer MS adopted a CPNI Jl'f\X"'l:durc ffi8lltJal which is required reMlillg for all cmployees
which have nccess to CPNI. The CI'NI procedure manual provkles that CI'NI informntion is oot
to be released to any person except in accord8nc<l with the steps outlined ill the Cl'N! procedure
manual. The CPNI manllalli.lrther provides thnt violation ofCPNI pollees will res."lt in
diseiplinHry $Clion, which could include employmC>lI termination. Our company hu designated a
CPNl compliance offiCl'f who periodically review5 CPNI compliance rulca witli pel"llO'lS who
have access to O'Nl The CPNI procedure manual is approxiIDately t\l."el1ly·six (26) pagcaloog
and would be prmided to the COnunissiOD upon request. Filer would prele:r to k.ecp tbe CPNl
procedure mao.ral as oonfidcmial as a 5lIfeguard ~nst review by pretexlCl1o.

Filer Iw; established a systelu by which the stanl5 ora wstomcr's approval for the llllC ofePNI
can be clearly established prior 10 the use ofCPNI. for lelephone oronline CPNI~s these
procedures include the use ofpuswordlfJ'LNs established after the identity of the calla has been
verified; the use of mail delivered 10 the customers ll.Idress ofrocord; and/or a call by our
company (0 the number ofrecord ami SUbseqUClll idcntity verification ..ia acrount 5peCilie
information ~olltailled Oll the last company bill (wch as lInJOUnt due, amollnt oflast payment, or
other non-public account information). For retail location CPNl acce~~ we require a vlIlid photo
ID (a govemment issved personal identification such a~ a driver's license or passport, or
compllrable ID) wbich matehe.~ the name on the ai,:\JOunt. The CQmpany relies on the
involvement ofils supervisory/man88CmenllO erISliTC IIIat use ofCPNl CQltlplies. wilh applicable
rules and law.

Filet's pr~ure is thalli customer is notified immediately wher! a password, custOlflCl" respons.e
to a bad::-op Ill!hem:ic:a!ion means for kntIforgottClI pas.swords, online aecourn, or address of
record is created or changed.

filets procedure reqnires lhat custOlTll:n opt-in before Cl'NI is used by third panies 10 market
services. However, allhis lime, om company does nOI utilize erNI in marketing campaiSrl5.

Filer's procedure is that within sev~n (7) days ofdiscovery of an unauthorized relclIst: ofCI'NI
we send an electronic notice to the United Statefi SeCT..:t S~rvice (USSS) and the Federal Bureau
of Investigation (FBI). Unless ~itlu:r of these ag<lnciCll requests Ihal we postpone notifying till;
subscriber, the sub,..,-ibcr will be notified about the unauthorized I'clcasc ofCI'NI within ~.."Cn
(7) da}'ll after Illw erIf()f"(Zment noIilication. In exceplioll81 cases, we will notil)' the law
enforcement ~cies ol·our desIre 10 notify I1IDTe promptly the subseribCl" about an unauthorized
CrNI di9Clolurc. Filer maintains a los ofWJaUthoriud useofCPNl Upon~ofa CPNI
breach lhe log will include lhe date ofdiscovery. lIIXificuion to law enforcement, descriptiou of
the b£eadJ., circulnSuUlocs oflhe breach and a supervisor's :Rgnalure and date. This log is
maintained for a minimum of two years..

•


